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Particulars

Scope

Website Revamp & Modernization improved navigation, homepage and overall website structure.

r:\Aodem responsive UI/UX for desktop, tablet and mabile;

Secure admin panel for managing pages, departments, faculty, courses,

Advanced CMS notices, circulars, news, events, galleries, documents and important
links.
Web Application Firewall (WAF), SSL/HTTPS, security hardening,
Website Security & WAF secure headers, login protection,

anti-spam/CAPTCHA, malware monitoring and periodic security
_updates.

Backup & Recovery

Automated website and database backups, backup monitoring
and restoration support.

SEO Optimization

On-page & technical SEO, SEO-friendly URLs, meta tags, XML
sitemap, robots.txt, schema where applicable, Google Search
Console and Analytics integration.

Performance Optimization speed improvement and mobile performance optimization.

Image optimization, caching, database optimization, page-

Accessibility Enhancement ALT text support, readable content structure and accessibility

Accessibility-oriented website structure, keyboard navigation,

controls. I
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i rv
database, bandwidth, email accounts and required server

Managed web hosting, domain renewal, SSL certificate,
Hosting, Domain & SsL
configuration for 1 year.

Key Website Modules

. . i nts, Faculty,
The website shall include About Institute, Administration, Academics, Departme s Evente
. ; vents,
Courses, Admissions, Students, Examination, Committees, Notices & Circulars, News

i nd
Gallery, Downloads, Mandatory Disclosures, Feedback/Grievance and Contact Us, as applicable a
approved by the Institute.

Security Coverage

Special emphasis shall be provided on website security through WAF protection, SSL/TLS,
enforcement, secure administrator access, role-based permissions, login protection, malicious
tering, security Updates, malware monitoring, automated backups and recovery support.

HTTPS
traffic fil

SEO & Performance

The website shall be developed with an SEO-friendly and performance-optimized architecture,
including technical/on—page SEO, search-en

gine indexing configuration, sitemap, metadata, mobile
optimization, Page-speed improvements and

search performance monitoring.

Contract Period

commencement/work order.

Deliverables

A fully revamped responsive website with secure CMS, migrated approved content, WAF and
security configuration, SSL, automated backup,

SEO and performance optimization, hosting/domain
services, administrator Support and one-year Annual Maintenance Contract will be provided.
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